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BDH in Context of the Human Health and 
Potential Data Ecosystem in Singapore

ARES PUBLIC



Biomedical Data Hub helps makes Singapore research data 

Findable, Accessible, Interoperable and Reusable (F.A.I.R.)

Discovery

Search for relevant 
data and quickly 
assess its utility

Governance

BDH tech infra 
ensures data owners 

retain control over 
access and use

Analysis
Data is accessed and 

analysed in a 
separate and secure 

environment

Use Cases

Catalogue

User searchable 
metadata catalogue 

(Coming Soon)

Repository

ISO certified secure 
multi-modal data 

repository

Analytical Node
Trusted research 

environment (TRE) 
matched to compute and 
linkable to clinical data1

Capabilities

National Data Curation Team
Coordinates data standards working 

groups and a federated resource 
pool of data curators

Project Management
Experienced bioinformatians to help 
facilitate access and use of data for 

research and innovation 

Data Types and Data Sets

• Deidentified research data

• Multiple clinical domains (Cardiology, 
oncology initially)

• Multi-modal data: Tabular, free-
text, imaging, omics, ECG



4

Linkage

De-
identification & 

Linkage

HEALIX
Agency Repositories

Other Govt Admin Data 
(Examples)

Public/Government/Health Data 
Nodes

Storage | Processing | Management

Agency Repositories

MOH Consolidated Data Repository (MCDR)

Data generated/collected as part of agency 
standard function(s) or agency-driven 

initiative(s)

Secure cloud 
analytics 

environment for 
de-identified 

linked real-world 
& research data

National Data Exchange
Fusion | Analysis

Support access, fusion and analysis of 
and with real-world data
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Research Data Nodes
Storage | Processing| Management | 

Analysis

For research data only

Biomedical Data 
Hub

Institutional TREs

De-
identification 

& Transfer

De-
identification 

& Transfer

Transfer to 
respective 

nodes

De-
identification 
& Curation

BDH and TRUST Act Together as Trusted Research Environments for 
Real World and Research Data
BDH supports TRUST as a secure processing node, analytics environment and repository for de-identified research data

Research Data 
Generators/Sources

Generation | Storage

Data generated/collected as part 
of research project or initiative

Including clinical data from 
consented  research cohort

Data from research 
programmes

Phenotypic & omics data from 
research subjects and samples

• Research Data Repo
• TRE
• Data Curation Hub



TREs Address Issues with Research Data Sharing… BDH Gives Data 

Owners a Central Option to Avoid Over Proliferation

Controlled

Data Generator

Uncontrolled

Data 
Request

Data
Provision

Re-sharing

Secondary
User

Controlled

Data Generator

Secondary
User

Data Access
Committee (DAC)

Approval

Data 
Request

Data
Provision

Analysis /
Results Export

BDH Trusted Research 
Environment

Biomedical Data Hub
(BDH) Repository

Clean-Up w National 
Data Curation Team

Trusted Research 
Environment (TRE)

+ Fusion w/ 
Real-World Data 

via TRUST

✓ Laissez-faire approach to data sharing

Lack of formal governance

Loss of control over data

Data not discoverable or standardized

✓ ISO certified security and governance

✓ Data discoverability via catalogs

✓ Able to fuse research datasets

✓ Direct linkage with TRUST

✓ Economies of scale

✓ Data stays in secure TRE

✓ Governance ensures public trust

Proliferation of TREs = Data silos

Expensive to implement and operate

Variable service levels

Data 
Generators

Data Access 
Committees

Secondary
Users

The Good ‘ol Days Trusted Research Environments SG Biomedical Data Hub

+ NCO Strategic 
Cohorts 
Funding

Data 
Generators 

Retain Control



Challenges We’ve Heard from Data Generators and Users

Data Generators Data Users

• Increasing perils associated with 
data retention: security

• Uncertain governance and data 
ownership

• Data retention obligations extend 
beyond grant end dates

• Time and expertise required to stay 
abreast of evolving data standards

• Difficult to discover available 
cohorts and datasets

• Lack of visibility to patient consent 
and other metadata

• Complex governance processes to 
approve and contract for access

• Access to tools to analyze data in 
trusted research environments
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Biomedical Data Hub as a National Platform 
for Strategic Research Data



DIY Data Management Becoming Increasingly Challenging For 

Individual Researchers

Governance

Quality Management

Risk Management

Data Governance (Data Access 
Committee)

User Accreditation

Training Delivery and Management

Data Privacy and Compliance 
(ISO Certification)

IT Infra Structure

Capacity Management (Storage)

Compute infrastructure

Business Continuity (Failover)

Software Development

Solutions Architecture

Systems Administration

End User Computing

Cybersecurity

Data Management

Data Lifecycle Management

Identity and Access Management

Output Management

Information Search and Discovery

Data Classification

Metadata Management

Metadata Search and Discovery 
Application

Data Archiving

Business Management

Project and Program Management

Product Management

Financial Management / Grant 
Management

Procurement

Stakeholder Management

Public engagement

Compliance and Regulatory Affairs

Legal

Capabilities Required to Build a Data Repository on Analytics Environment



Biomedical Data Hub Serves as a Service Enhanced Repository and 

Analytics Node for Singapore’s Strategic Research Data Assets
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Vision: 

BDH Services
Comprehensive data management solution:
• Secure repository for data discovery or retention
• Data lifecycle management
• Data governance
• Data operations (e.g. curation and standardisation)
• Secure collaboration (e.g. privacy-enhancing technologies)

BII: Biomed DAR

Two Biomedical Data Repositories…

GIS: RAPTOR

…One governance and services layer

• ISO27001 (Info Sec), ISO38505 (Data Gov)
• Common SOPs and Governance 



Biomedical Data Hub Concept of Operations Focuses on Data 
Governance, and Secondary Use

Technology Architecture & Analytical Environment:
BIOMED DAR, RAPTOR, Commercial Platforms

BDH Concept of Operations

Security, Governance, Controllership: 
ISO27001 (Info Sec) & ISO38505 (Data Governance)

Operations, Service Levels, Partnerships (Applications & Project Management)

Quality Assurance
Minimum info standards,
Data dictionary,
Informed consent,
Data privacy

Info/Data management

Data Assessment 
Framework
(Example Criteria)

Unique (difficult to reproduce)

Substantial (size)

Completeness (%) 

Highly Referenced (H-Index)

Discoverable 

Data
Generators

Strategic Assessment Data Use/Re-Use

Secure Analytical 
Environment

+

Federated
Discovery

Linked to SG / Overseas 
Health Data nodes

Purge

Continuous 
Monitoring 

vs. Data Assessment 
Framework

Onboarding

1.Scope
Data types & Classification,
Cybersecurity requirements,
Solutions Review Board

2.Prep
Transform, Harmonize, 
Annotate, Standardize 

3.Ingest
Data govern ISO38505



BDH will Facilitate Discoverability, Governance and Analysis, 

Encouraging Secondary Use of Research Data 

Discovery

Governance

Access

DAC at data host institute reviews data 
access requests and initiates governance / 
contracting processes

User finds dataset in data catalog and 
initiates request or is immediately granted 
access to public domain data

Upon Approval BDH grants access in a 
separate and secure environment under 
the terms of the data use agreement

1

2

3



National Data Curation Team, in Partnership with TRUST and 

BII to Serve Ecosystem Data Curation and Standards Needs
The primary goal of the National Data Curation Team (NDCT) is to support and uplift the local data ecosystem in 
terms of data quality and interoperability. 

Bioinformaticians, Data Scientists, 
Software Engineers

1. Identify, develop and promulgate appropriate data standards, 
including Minimum Information Standards for experimental data 

2. Create and maintain community resources for data management 
(e.g. data cleaning pipelines, curation tools etc) 

3. Train and uplift ecosystem in data management

4. Develop a network of “Communities of Practice” for different data 
types to support above activities 

Data types under consideration

clinical data | genomics | transcriptomics | single-cell and spatial omics | 
proteomics | metabolomics



BDH Costing Model

Data Owners (Repository Costs) Secondary Users (TRE costs)

Storage

• Term storage (fee-for-service)

• Lifecycle storage (1X fee for lifetime storage)

• 50% reduced fee for data sharing in catalog

• Charged to BDH core funds (for strategic 
cohorts), NMRC, or other grants

• A*STAR users: Project storage and compute costs billed 
according to A*CRC / A*CC rate card

• Other users aligned with TRUST charging framework:

Compute

• Data curation compute and NDCT services 
charged as part of SAs and RCAs

• AI data curation compute and licensing costs 
passed through with administrative charge

• Fees borne by grants, BDH core funds (for 
strategic cohorts), or NCO grantees

Services

• Clinical or bioinformatics expertise availed to research or 
industry investigators to support analysis via SA or RCA

Trust Charging Framework

(Subject to revision based on BMSIPO Study)



Examples of Biomedical Datasets Accessible with DAC 

Approval 

Metabolism & Disease

Lipid | Glucose | 

(Gestational) & (Pre)-Diabetes |

Obesity | Dietary intervention
Oncology

Pan-cancer | Colorectal | Breast |

Lung | Prostate | Stomach

Immunology

Cancer | Immunotherapy |

Inflammatory disorders

Infectious diseases

Covid | Dengue | Influenza

Food & Nutrition

Dietary intervention | 

Glycaemic index |

Calories

Microbiome

Skin | Gut

Clinical domains

Dermatology | Neurology |

Cardiology 

Population Health

Birth cohorts | Ageing

Clinical data | 
Demographics | 
Questionnaires

Clinical imaging 
(e.g. CT, MRI, PET, 

ultrasound, 
mammogram)

Cellular assays | 
Histology

Sensor data

Metabolomics | 
Proteomics |

Transcriptomics | 
(Meta)genomics |

(Multi)omics |  



Recap: BDH helps makes Singapore research data Findable, 

Accessible, Interoperable and Reusable (F.A.I.R.)

Discovery

Search for relevant 
data and quickly 
assess its utility

Governance

BDH tech infra 
ensures data owners 

retain control over 
access and use

Analysis
Data is accessed and 

analysed in a 
separate and secure 

environment

Use Cases

Catalogue

User searchable 
metadata catalogue 

(Coming Soon)

Repository

ISO certified secure 
multi-modal data 

repository

Analytical Node
Trusted research 

environment (TRE) 
matched to compute and 
linkable to clinical data1

Capabilities

National Data Curation Team
Coordinates data standards working 

groups and a federated resource 
pool of data curators

Project Management
Experienced bioinformatians to help 
facilitate access and use of data for 

research and innovation 

Data Types and Data Sets

• Deidentified research data

• Multiple clinical domains (Cardiology, 
oncology initially)

• Multi-modal data: Tabular, free-
text, imaging, omics, ECG
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Data Repository Classifications



FAIR Data Principles



5-Safes framework for data governance ensures secure data 

sharing
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